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Steps to help protect your business
from the increased threat of

cyber-crime

With many employees
now working remotely
and changing processes
there are warning

signs that fraudsters
are trying to take
advantage of this new
way of working.

There has been an increase in highly
sophisticated scam attempts that are
using details like emails, messages and
texts which are personalised to that
individual to validate and authenticate
their bogus requests.

Gallagher has compiled the following advice
to share with clients and their employees
to help prevent their business becoming a

victim to cyber-crime.

As a result of the increased threat everyone
needs to be on high alert and extra vigilant
for cyber frauds and scams, over and above
the protection put in place such as company

firewalls and management by IT teams.

Tips for avoiding scams:

¢ Check before you click on links
or attachments
Question anything unusual and do not
take any chances with offers to do things
like ‘Upgrade to WhatsApp Gold” which
is an example of the increasing number
of mobile-based scam attempts that are

becoming more commonplace.

Watch out for unfamiliar websites
Malicious websites may appear legitimate
and offer information on COVID-19, but
be wary of any requests for usernames,
passwords or other sensitive information.
Stick to the websites you know, and go

directly to their URLs if possible.

* Be suspicious of unexpected emails
Phishing emails will often create a false
sense of urgency or fear, sometimes
outright threatening you. Know that
legitimate organisations won't use
these tactics. Check that the sender’s
email address is exactly in the format of
previous emails, and if telephoning to
check an email’s veracity don’t simply rely
on the phone number given in that email.
Report suspicious emails to your IT team

as an attachment, rather than a forward.
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If inany doubt or if it relates to a large
payment, please call the person who is
named in the email or message to validate
any requests or instructions. Remember; if it

doesn’t feel right, it probably isn’t.

Think before you click.
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The opinions and views expressed in the above articles

are those of the authors/contributors only. This does not
necessarily reflect the opinion of Gallagher nor is it intended
to constitute any form of specific guidance nor legal or
financial advice, and recipients should not infer such from

it or its content. Recipients should not rely exclusively on
the information contained in the bulletin and should make
decisions based on a full consideration of all available
information. We make no warranties, express or implied, as
to the accuracy, reliability or correctness of the information
provided. Our advice to our clients is provided subject

to specific terms and conditions, the terms of which take
precedence over any representations in this document. We
and our officers, employees or agents shall not be responsible
for any loss whatsoever arising from the recipient’s reliance
upon any information we provide herein and exclude

liability for the content to fullest extent permitted by law.
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